Storm-control Configuration

XXXX Communication Technology Co., Ltd
Tel: (86)

Fax: (86)

URL:

Email:

XXXX Confidential & Proprietary Information Page 0 of 5



All rights reserved. Printed in the People’s Republic of China.

No part of this document may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language or computer language, in any form or by any means, electronic, mechanical,
magnetic, optical, chemical, manual or otherwise without the prior written consent of XXXX Communication

Technology Co., Ltd.

XXXX makes no representations or warranties with respect to this document contents and specifically disclaims
any implied warranties of merchantability or fitness for any specific purpose. Further, XXXX reserves the right to
revise this document and to make changes from time to time in its content without being obligated to notify

any person of such revisions or changes.

XXXX values and appreciates comments you may have concerning our products or this document. Please

address comments to:

XXXX Communication Technology Co., Ltd
Tel: (86)

Fax: (86)

URL:

Email:

All other products or services mentioned herein may be registered trademarks, trademarks, or service marks of

their respective manufacturers, companies, or organizations.

XXXX Confidential & Proprietary Information Page 1 of 5



Content

Chapter 1 Storm-control Configuration..............c.coccuviiiiiiee it e e e e
1.0 STOrM-CONTIOI OVEIVIEW ...cvieiiiiiie i e e ee ettt e e e ettt s e e e e e e et e e e e e s e e e eaa s s e e e e e e aas e e eeaaeeesenn e eeas

1.2 Storm-Control Configuration ...........ccooiiiiiiiiiiii
1.2.1 Configure StOrm-CoNtrol........coiiiiiiiiiie i

1.2.2 Storm-control Monitor and MainteNaNCe.........uuuuuiiie ettt e e eeees

XXXX Confidential & Proprietary Information Page 2 of 5



Chapter 1Storm-control Configuration

1.1 Storm-control Overview

When there is loop or malicious attacker in the network, there will be plenty of
packets, which occupy the bandwidth and even affect the network. Storm-control
will avoid too much packets appear in the network. Restrict the speed rate of port
receiving broadcast/multicast/ unknown unicast packets and unknown unicast
packets received by all ports. By default,, Broadcast storm control is Enable,default

rate is 50000pps; Multicast storm control is Disable; Unicast storm control is Disable.

1.2 Storm-Control Configuration

1.2.1 Configure Storm-Control

Storm-Control configuration is configured in global configuration mode and
enable/disable in interface configuration mode, that is, administrator can enable it

per port.

Table 1-1 Configure Storm-control

Operation Command Remarks

Enter global configuration mode configure terminal -
base on
bits or

Configure storm-control mode Storm-control mode {bit|pbt } packet.d
efault is
kbt

Enter interface configuration | interface {range} Ethernet port id | -

mode (device/slot/port) [<port list>

Configure storm-control type and | storm-control The

rate {broadcast| multicast|unicast} rate | threshol
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d can be
<1-1000
000>

1.2.2 Storm-control Monitor and Maintenance

After finishing above configuration, user can check the configurations by command

below.
Table 1-2 Storm-control monitor and maintenance
Operation Command Remarks

On any

show storm-control interface <ethernet

Show interface configuration

port-id>

mode
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